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In this era of high technology, the information is involved in almost every aspect of human lives. Due to rapid growth of 

information technologies, came the need for increasing the security of information. Information security auditing plays key role in 
providing any organization’s good security level. But, the security of information technologies is one of the difficult and 
comprehensive systems. The main problem lies in the data organization, collection and its processing methods. One of the solutions 
could be development of expert system that will reduce cost, speed up and facilitate the process of Information Security auditing. 
The valuable item in developing such system could be database development. 

This paper presents the study of information security at international and national standards and guidelines for the management  
of IT, audit and IT-security (such as ISO 27001, COBIT 4.1 and ITIL V3) and the structure of database for expert systems  
of information security auditing. 
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1. Introduction 

 
The main goal of this study is based on the development of database of expert system, which will 

be fully audited information security and will be guided by the information that underlies the international 
standards ISO 27001, COBIT 4.1 and ITIL V3 [1].  

 

 

Figure 1. The structure of providing information security via standards/frameworks 
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The best global practices in the field of information security management are described in 
international standards that ensure compliance, assurance and audit of information security (see Fig. 1). 
We have also developed software implementation of database for expert systems of information security 
auditing in the language of queries Transact-SQL with the use of tool for developing relational database 
Microsoft SQL Server 2005 Management Studio Express. 

 
2. Information Security Auditing 

 
Firstly, let us focus your attention on the main concepts of information security. 
Information security is defined by the absence of unacceptable risk of information leakage via 

technical channels, unauthorized and unintended effects on the data and other resources used in 
information systems (IS) [8]. 

Secondly, we should define the main characteristics of the audit of information security.  
An audit is an independent examination of specific areas of organizational functioning.  

The objectives of the safety audit are [5]: 
- The risk analysis; 
- The assess the current level of protection of IS; 
- The IS assessment of conformity with existing standards of Information Security; 
- To develop recommendations for security mechanisms for IS. 
For a professional approach to the issues of information security we should be guided by  

the regulating documents, such as standards. During the development of database for Expert Systems of 
information security auditing (ESISA) addressed the following international information security 
standards, such as ISO 27001, ITIL V3 and COBIT 4.1. 

ISO 27001 was developed by the International Organization for Standardization (ISO) and 
International Electrotechnical Commission (IEC). ISO 27001 consists of 11 targets and monitoring 
mechanisms, which organize the protection of their information resources by establishing requirements 
for information security management system (ISMS). 

On the basis of ITIL V3 laid process approach, consisting of seven volumes. It focuses on 
achieving business goals, analysing key performance indicators, as well as the resources expended to 
achieve those goals. 

COBIT 4.1 consists of 34 high-level processes, which are aimed at business managers,  
IT managers and owners of business processes [7]. This approach is designed to extract maximum benefit 
from the use of information technology in organizations. 

 
3. The Structure of the Expert Systems of Information Security Auditing 

 
Expert System (ES) is an intellectual computer program that can give advice, counsel and analysis. 

The use of ES in the control and security management IS, and in the information security audit can 
facilitate the process of auditing [2]. The developed ES generates a report and recommendations based on 
the standards of information security and experts opinions. Go to the dignity of the ES also attribute to  
the possibility to describe the experience of information security professionals in a form accessible to  
the analysis of the rules If (condition) – Then (Corollary). 

The structure ESISA consists of: a user interface, subsystem explanations, inference systems,  
the knowledge base and database. Structural elements of the expert system perform the following 
functions: 

The user interface exists for direct interaction between ESISA and user, such as data entry and 
displays the results of the processed data. 

The subsystem of explanations exists to clarify for the users the actions of the expert systems 
logic. The data from subsystem of explanations stored in database table – Recommendation. 

The system of logical inference (SLI) carries a substitution of values from the database in the field 
of parcel If (condition) of the rules knowledge base and in the case of filling in all the parcels are ready to 
activate the processing rules, forming a conclusion in accordance with part Then (Investigation) 
regulations [6]. In the developing system SLI executes an application that created the language of logic 
programming Fril. 

Knowledge Base (KB) is the core of the expert system. In the developing ES knowledge base is 
the main decision-making tool, the basic structure, which takes into account international experience and 
documents on the safety audit of IS, such as ISO 27001, ITIL V3 and the COBIT 4.1. 
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The relationship between the standards shown in Table 1, a fragment of which is shown below. 
Table1 is the source of the work [3]. 

 
Table 1. 
 

 
 

There are a few questions from the established knowledge base, which is focused on the three 
categories of users: Govern – G, Admin – A, User – U (Table 2). 
 
Table 2. 
 
№ Question Category 
 Security Policy  
1 How often do changes/additions to the security policy in your company? А 
2 Have an occasion to inform outside parties documented information security policy of your company? G 
 Resource management  
3 Is there an inventory of all the important resources in your company? G,А,U 
4 Does your company support an inventory of all critical resources? G,А 

 
4. Development of Database 

 
The database is a collection of organized data, stored in a computer memory. For creating, 

maintaining and sharing databases between many users used the set language and software tools, called  
a database management system (DBMS).  

DBMS supports various methods of logical organization of data. The best-known data models are 
hierarchical, network and relational models. To develop ESISA database has been used a relational 
model. The basic concepts of relational databases are the normalization, keys, entities and relationships. 
The principles of normalization [4]: 

• Each database table must not include repeated fields; 
• Each table must have a unique identifier (primary key); 
• Each primary key value must match the sufficient information about the type or nature of  

the object table; 
• Change the values in the table should not affect the information in other fields. 

Keys: 

The key is a column or multiple columns to be added to the table and allow establishing  
a connection with the records in another table. There are two types of keys: primary and secondary.  
The primary key is used to relate a table to foreign keys in other tables. A foreign key indicates how to 
join with other tables. There are many types of relation, such as of “one-to-one,” “one-to-many” and 
“many-to-many”. 

In the design process of ESISA determined the structure of a relational database, which contains 
14 tables. Each table in DB consists of columns, data types, sizes and keys of table: 
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- ISO, 
- ITIL, 
- COBIT, 
- Category, 
- Questionnaire, 
- Test, 
- Report, 
- Recommendation, 
- TesterReport, 
- Tester, 
- Expert, 
- Govern, 
- Admin, 
- Users. 
For creating a database used development tools such as the Star UML and MS SQL 2005. 
StarUML is a software modelling tool that supports the Unified Modelling Language (UML). 

Below are given the relationships between data tables in a database of association, direct association, 
generalization and composition in the development environment StarUML (Fig. 2). 

 

 
 

Figure 2. Model DB for ESISA in StarUML 

 
Microsoft SQL Server is a DBMS developed by Microsoft. The primary query language used here 

is Transact-SQL. The advantage of SQL Server 2005 is the manageability, availability, scalability and 
security [4]. 

Let’s consider the main points of application and work environment in MS SQL Server 2005.  
First of all, for creating a database in MS SQL we use the operator to create a database: CREATE 

DATABASE databasename; 
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Then, the following queries are executed for creating tables and primary keys, which are defined 
for each table (queries for some tables are illustrated in the work area MS SQL Server 2005) (Fig. 3): 

 

 

 
Figure 3. Queries for some DB tables in MS SQL Server 2005 

 
The last step is filling tables with user’s data. In MS SQL Server 2005 data filling is made through 

queries or manual entry of information. 

 
5. Conclusions 

 
This article focuses on the development of database for expert systems of information security 

auditing. The result of research is developed review and analysis of information security in accordance 
with international standards and guidelines for the management of IT, audit and IT-security, such as 
ISO27001, COBIT 4.1 and ITIL V3. Together, these standards contain requirements for information 
security for the creation, development and maintenance of information security management system. 

The knowledge base for ESISA was created on the basis of the best international practices in the 
management of information security. It includes questions about the security of information and presented 
in the form of a questionnaire, the relevant standards of ISO27001, COBIT 4.1 and ITIL V3. 

Structure of the database was designed on the Unified Modeling Language in the development 
environment StarUML. Software implementation is made in the queries language Transact-SQL with the 
use of Relational Database Management MS SQL Server 2005. Database tables have been designed 
according to knowledge base for ESISA. 

Let us note that nowadays in Kazakhstan the research is conducted towards the development and 
implementation of expert system in security auditing. This framework of project named as “Development 
of intelligent systems for management and auditing of information security” is being financed by Ministry 
of education and science of Republic of Kazakhstan for 2012-2014 years. 

In conclusion, we would like to note that the research results can be used in conjunction with the 
developing expert system in the auditing companies and any organizations interested in the proper 
functioning of safety systems. 
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